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• REF ID:A65372 • 
auk& 1-"te 
UD11a S...i T !L\RCO DMSICJi 
.Daael"';acl: 5 Aug 1,4 
Interroga.ted: Cb.J.,IC, CKF, 26 Oct AA. 

csmcC111m VI 1". 

CopY No:• Cf 

§.L1_~1. ot Revan., W/l aerriaea and cipher oi' SAN :iARCo D1viaian (1i1U beg ·Aug 44): 
Penaaal.11iies 

1, I~ 

Sourae ia 20 J8&1"8 old and was a na'VBl. clraughtSIIBil in civilian lite. 
He •taa ~a&d up by tba oc.:aa 1n :Mar 1t4 near LUOCA., and aent to GEBKA.Nr, where he 
iw(I.S enrolled in tbe SAN JiA.RCO ntviaion. .filter t.ng at GRAJ.INWOIHR 1n W/T and 01pher 

with otham p11t down tor W/T work, Sou:mc \IllS retuming to ITAlZ t'I'Dm GBRlfAN[ vd th 
1r ...r.1bers ot' the Dlv when on S .Aug 4lf. the tl'fdn waa na.chinegunnecl near CASU KONF.ERRA.m 
by .Alll.ed a.ironltt, Source OIJd some ttf'ty ot,hera took a.clvan.tage ot' the confusion to 
desert. On 1.3 Oct 1.,4. Sauroe •ve himself up to P&rtiaans in Ll.JOOA.. 

li\mcticm 1 W/T operator - Reliabili!;Y : Jair 

2. ':'RA:CTING IN gp!1A.!1 

W/'l operators ot all ranks in the B,egtl Sip Coy, 5th Regt, BILN liARCO 
DJ.v, wre givon about thras IIIQDtha training at GRA.IBMYOEHR, near N'lJRlOOmliG., in 
J.;"a~-Jul 44. Opeatora ware txa.:lned on 1'b11

1 "dl' and "g" seta. 
:~:'hoy wre also trained on anatphcrJ,ng and c1soiphor1ng. Tho cipher to be 

o.,k.:rted b;y the Jliv -.a PlAyfa.J.r c1pher: tlu.s -,.,as ~tarred to by Sourao as "cit're.r.l.o 
a chiave" (key mpher)l Source undorstood tlnt the Div waa to bes;ln using this cipher 
onl\1 llf'tu1 b~ing put into the l:l.ne in r.rALY. 

J. W SERVICE IN SAN !.fARC9 my 
~ 

~ : Source Mel no experience of t11ia in act1w aenice con-.1t1ons.' Operators 
vrere told that t11s tollowing w-ould be pit into operation in the field~ 

(a) \VG Links 

.All trattJ.c in the D:iv ,,.J., to ".Jo on a ono-tmquanoy net (•oollegamento 
ste.Ll:l."). D:Lv be1ng the control for tho thl'tle regta linked with Dlv HQ, each Regt for 
Bn ~,\)B etc. 

(b) Sots -
Int' wore to use 11d 11, engineers "b", and reoce •s• sots. RT traffic to 

be en v.na t Source callad "Berta foniop"• 

(a) t;rpe of \lU.ttic 

::ir- The Div ha.d instNCtJ.ons to use t'T vlben on dat taaka, and W/'.f when 
~ .... attacking co.J.l signs, canaist:lng of two letters and one figuro, were to change dai 11'• 

Coa.entll.2B f'or R/T tre.tru:,alao changed cJaiq, were to be nD.liiiS ot' trees, fish and ruit. 
For the PlJLJf'air cipher to bl used (see para 2), tables tr.lth ten dit "oreDt 

]{.) 
9 s wre J.sauod dawn tp 001 HQ. The bya were to 'bo changed evezy 1;WI) hours, the 

rotwsage announcing a. c-. ot kay being an a.ll. eta tiona :maaaae, begiming with the 
C1' llsign of control, and thm xeadl.ng 1 

Q grou,p brea.k hour ot ohaDge in clear brealr; tipra (i.e. mmiber ot key 
to be used) bruak ABStt. 
The comploto t;able,i.e. the co:Ipas1tion at' the ten boxes, was o.lao to 

be ohllnged pe:dodiaalJ¥, bu.t Souroe oould no~ remember how ofte'll.• 
For aoacrlption ot' cipher see "-PP 11.A.11 • 
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4. IIRSQN!LITIES 
(a) S1l5a oftra in SAN MABCO Jliv (bog .Aug J,4) 

Div Siga oftr 
Regtl Siga otfr 1n 5th Rep 
S1ga ottr ~ B.ocoe 1JidAr 

(b) 'i!I'SD inatruatop &t iiAPifflO.."''jl (enG.~ JJ..) 

~t PACHLI or PAII.I 

I I • , • L • :::.. c. ' 
t'·~ .F. 
~ l' ov 44. 

ftormarq S.;Jt.-,j) 

.&.G.B. 

Mote ~ In :ruture ~=• ...n 1.he --r• l&riQa will be known aa 
"CSDic(JIWl)/f .... " aor1ea. SeriAl.~ will 
con·Unue aa betore. 

:f.~. A~,~-
~ (R,P.F. EDVJ.Rm) 

Lt.col. 
eamat. .cs.taXi,. ao. 
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CIPHER TO ¥ USED H SAN W.RCO ~IV IN lN FIELp (@B BF,GINfgNG AtJG ltlt) 

!he cipher oonaiated o:t' a table ot ten boxes each in a different key. 
llbh 'box, of 5 x S, canto.ined 25 letters of the alpba'bet, lette:r "J" being omitted. 
,.. ...... were written ~t in m lines of 21 lettera each, and tbe cmoiphering was 
&5eU.'bfllllilfina ot_ toJd.ng oouplea bt letters, in order, one ·letter :t'rCIII the upper 11ne1 _. Sri*-'" trent the lower 11ns, and. tlmn reac11ng oft diagonals, 

If a ~ssa'e 'We.a 118;d8 Up of an Wleven number ct letten, any letter 
mi .. 11a *4teclJ:xo:af S (and of course "J" which was not in tho box). 

00 na to Souroo, the la:f'*dlt ot the boxoa ... a AI llhO'IIi in the 
~~~. :1,e1 m idllnu.aal. boxu tor .aoh key, thia be:t.Ds d.one":t'or eo.sy encipher and 
~:r wczo~:r tha aame ze&IOtl• an4 1n order to avoid mistakea, the col.lmn ca 
·lhe IXbuD lat'b ~t the box _. w:d.ttc out on the 011taidD of the riFti•band. eap, 
IDA rioo-verea, to avoi~ h.ilw."'l. ~o tmaa~~ CJ7Dl0-171tam of the cipher in cases 
otJaon.-~p1aoe4~-.1··J-t-,'f ·i ~ 

• 
.. 1 (h'bm a dtli~ JIILde b)' .souroe}. 

Q1Hl 

Kqy ".a" 

F (I r 
Q w Q 
I H ! 
a e ll z I z 

Clear: 

.n 0 s 1; rep at t" sl'.i 1 8~0'oi i·n I"'O"' 
rmanoopediet:ro1e1inee 

Jnpiphered: 

. 

K .D 
it. p 
E 0 
It L 
I v 

r 
Q 
B 
R 
~ 

G 
w 
H 
0 
X 

'btedp atnlb hDroa el.u.q DD.I.OO l'ftok khvkv veom'b ob eta. 

' 


